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E, TMN4EFRARER, HXELLZ(b, #HA 2026 4, AR Al 2GR DR AR AN
2, R +RR+ PEIEAR S RN RO,

i G SRR AR S A Al R A RIEE L, IR B d BRI rY TV R LA,
BRI (L2 BT |, CEERER B M TV BRIE SR AR I HRHE . WA
TR MF IR, T 2 T, R B T WEIRAATHOE  (Fine-tuning) . %
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2026 F F i ERE  MEMIZHEe L BIANE B X 1

R Eg: % @ 5 @ 5 (Critical)

Lok el i B 5 By F 5k e 1) REgER

élﬁﬁ/ VAR mmsmys EEeE gﬁiﬁg'mﬁ’ﬁ B Vedium
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Al B8 (2026)
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MR g R B 520265 AR AEN . FEESXRTEARSSMRHRE  EFTHRHECEMERRE, ik
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2.1.2 HEURNIHiEX & (Physical Adversarial Attacks)
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B BESAEIREEL | fndeEs A IR

2026 G52 Al 2 EBRUEIHEFEME" & )= I A BB P S, AR R WA AT 2R
I, T AR Tk,
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4.1 EMigiEE . GPU FI{EPUTHE (TEE) MEeE% K
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SR HIRE - EE A

4.1.1 R F T R RO RS 0] 3
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B (InUse) RS ——HIEIRHANZEIPAFF1 A7 TR BN —— U UR S0, R T
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T TEREE S B2 hR E)~ k " (Enclave) , WAtk TRIEEAERSE, Hypervisor #EEYeiE
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FLIE) TEE £0R (40 Intel SGX)  TEAERINAFAINGS Fn L T SCOIRE R B AOPERE T 46, R T
FAERKUEL Al TR AN, SR1M, 2026 RN E R, /£ NVIDIA H100 SIAm#HF
F, JBM TEE X RAE (40 Llama-3-70B) YIIZR AR kR AOMEREIRFE LRI E 2% LA, 1EHE
LB F T HEBEHOL T 2, XEWE LSRN Zm, W T PIZ g e A
PR IF S TEE DhRE, SR BOAZ 2",
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{95 GB/T 45909-2025, Hr/KFI L AR S P4 BUARAL, (HAE 2026 4R, JKEIEARAIH
LA B KER,

4.2.1 Fii BB EKEIHR AR

Ak Al KBRS B (Diffusion Models) HIZEMEHLA, TRAR BATERER S 7 1O BE
REAFE LA SR IR 5 28, 2026 FH)ER B ARSI BURT S KEN, XA EAHI IR
FImRBA, FOKEE B AZIBGHREE XRHET, MIEE 2GR, KN, Xih
KRR RERPT JPEG E4aR#k ST, HHE/EL T Stable Diffusion ZE A" B A B 4R fE (K IR
TRFF TR 25,

4.2.2 £pKE1 (Generative Watermarking)

X3 AIGC N2, KRR ABAIIARE, miemA TARE R T, B ERR R 22 E
(Latent Space) YIZRF 5 I AKEIAH, AEASAARL AL R £ — SR B AE TR 2 Ik T A7 A ml B
REVPBFHEN, EMER GRGARRERSG, —BiESZ G FREREYN, BBRATNE
a2 5, AR E R TR URET) 22,

4.3 BRFE « BAFRESIRYEE I LR

TEETT B0, N THTHEIR M SR N EEREL, BE%S (Federated Learning) 45
& 72457837, (Differential Privacy) TS AMREIIRA, EPtZ BT EH BG4 CT/MRI 52144,
& A BB B0 B S S8, R T B L B e i b0 8 S HE IR A s, SRR AEME E T
B 7225y BRRL TR M, s P SR — AR RO BHE AR 20, XPARMIAEAS 2 L IR PRATFFE AR
AIRE, ROENE T2 00F Al BRIEIRE R 1,
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BILE AL 25 SR

B Al 2B A RIR”, FE BRI HIUE T W S5RY AT SEE,

5.1 MEIHIBHHE : Tl 5Z2BhRE ML
{ETAUBRR RS, ST E A I CR R AR 4 2L

o ZRISIIARRH : M TXNHFEABEFENE S (40 RGB Blfg) ARk, 2026 FHIL1H
BARPESE S| AN T SSRGS (nEAif%. LIDAR REE(ER) o M RS VEH [F A IR
RGB AHHL, AR SR E LAY 2 RE XS HIE 4R 4,

o XHMETIAEME . AERGE AL I, BT IHEMERB% (Denoising
Autoencoders) BZE - IR I g AT IR, X LT B IR B TERIR X U sh s A 45
), BEHIRZ, X IE B B R AE SO H A &,

5.2 WHLllZRrE Sk (MLOps £AR)

AR S, T EE s M A SRR, 75 MLOps i, XHLiIgR
(Adversarial Training) CAATREL R, RASH MK GEE (A PGD, CW,
AutoAttack) HEIAEMNIPIEEAR, FRFEXEEREAN AYISREE FA THUBOR, X LRI 7 1 )5
X, EERI T R W AR R E R 2,

5.3 A IR AR PR IF

EEXTERIGE R, BN R A THEERESE R (Model Fingerprinting) . i@ ARSI e 3R
DFRRENRER B AR, UARAREERNEA T AR, Wiiin LT R
R, AR MU AT DLIE 3 B IE SR L PR R R AR BTN,  JOVEHERIATRHEERIE ¥,

BAE MHEARZE RGN ERNES M

ENME, HEAE TS HANARESSES AR, Bk AIGC #08
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XY HAE ERTRIINE, 8N FIEE E R, 2026 £r92 & T R Z B Bl
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KRIEPREEFS
& U Q 'S % i
®
WO TERE RN HEPFRE 30824

ﬁ *x@ER  Video Ingestion

REEWRBNGRR. ESEEEME(Zero-trust) T, FIBEBAABTRIARI N BEER
PN ] B, REALRBHRIERE,

INPUT STREAM
S HTFERT: Oms Active

BRKLESTREESHONMEBEELER. E-—MRETTHRESHFERRE (C2PA) ; B-HMERAAPPGREAKRN
EYPRERE  BEENRBELLMS AT EE  KLBEEERKITS .

Data sources: KPMG, China Daily, BIA

o JRSLIAIE (C2PA) : i —EBAL% R THIIFAIIESLINIE, 95 C2PA ik, A & IkRY
G RERE AHERGIL. ErNE) FEARCHEREEME R TE4, RRSAE L
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o AMFAE—BAESAT « R Al AT SR AR L ERE, BIAN, rPPG BRI LA
AL A6 I S 6 4 o D B € B AL SR AHE T Lo, PRIV AREA DT L@ |, (BT
MELAERRY - EORFF AR B 500 A 28— 2k,

o BNGEBEHM . SIAKBSHEAEANREEN, BISIWSE it RY], M EaE G
AR G AR 2B HEPERE /), W DLABORA AN ALEIE X, MB g saEEE Lry
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REHZH (WOCREEWEEIR) , MWIHEHELEN 3,

6.2 NEEMTIE

s (N THEEAEMEGRABIRRINE) , TELISETA ERNART AR, X

o WREREIR: BMRBAUFERELET), AfF. BUAEUREURAL R A s i H 4
Fo

o RXEEXR : AINEGHIARNEFEIATT A E K (BEARR) el WA ok
& (BRXARR) , RAET 0 &R H BRI NS B rEWIME ™o,

BLE TWIARALSE TR

REATAS Al 5268 P B L 2R R R R,

7AEFATI : RAAE LS5 BEBREE
{EEIT IR, 2R E HIPAA G115 B IRAL,

o BIEREEBRMFES : £ TETFBIRAIRILHEUEME, ERNTHEEIET N (Data
Node) R HZEPGBAINGEM:, WA, FERT AN IS BRI 25
B, AR AR A ) Y

o FHLMLFEFEE Web 4 ¢ £ X Web SO N, 700 MK PN 75 22 2RI
(CSP) 7 API £1%, FHEVIFRA TLS 1.3 %, HEX g% H WebAssembly #

IR LIEYY, B IR AHI B A7 8 o 2,

7.2 TMIfRIAE - & ml G- T8 5 N

MV 37 s X SR B A 5 ek SR AR

o BEIREHEEBIE : AL NRERIEAE BTN, R4 T SR oA e
B, WmEEZEE  (Blue-Green Deployment) , HrRUEHATHINE EEREE P EATRRIE, X
AEEE A by —BENNS Aot 5, mEF SR, WA RZ T

o HTMEBMEM . X T Wl SR EAUEE, FELE]H O0D (Out-of-
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Distribution) R4, EMTHAERRAIZALEES), Bk EE R S ERgiRp) 2,

7.3 BEHH &5 RALBE
TS RO I, RRRMRIR R AR SRR A,

o MZRAIE : (ENSIEIFILEINCHT, WA TR PR ALBUE (i ARG, ZE RS
) . RAESSBENER LR EREE ST G, KGR 3RS m A A
TESRME T R piaIn) 3,

o BERILUEHE . NHEATENHT NBRGLHITIRERSOALE, BhIEIFEREEANEFHTT
WS B 7 B A (B A ©

I

FHINEZELE (AlSecOps) : M#RENBSHEIE E BN R

2026 FZEEE L (SOC) AN AlSecOps, H&SAFE Al KFE B AIRE

8.1 B aMLLIBAMIIX (Al Red Teaming)

BN RBRIK RSN B U R AR IR, e 2 EIBA RS B shikiy Al ZLBAAL, F1H Rk
PN LB T2 (40 Adversarial Robustness Toolbox) & #INX # 4R & A% o, iz,
N EIERARI G IR, SHIEAL R L Prompt 7R AT, FHREMIE 45 5 82 IR 48 S B E A
FATRELINE 29,

8.2 1T N s il 5 i

FESZEEYT A AP RO S AR, S EWIRR (TRE T S TR G ) |
FHABADA (TRERESHNHTEA) LS HNEREED, —BalEXEng, 2o
Rz H shfit A WAL, B RS PHIET AP U5io) s Ol s MR, JR@ L el A %,

\

BILE ZieERKER

BELE 2026 AFRYTI RREAKE, R Al G T BRI AN O e B AR HORHERD), M2
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—IPW MR MR . B AR B PR BN S5 R AR R AT R A

LS .

1.

WEBRET, FEABRMAL 0 ST TEE LSRN T2 20 R, SAEIREE
B T AIR,

. BMEEARTAR : GB/T 45909 71 1SO 42001 NURIEMHEL %, TN B RN E K

Il B T S SR BRI IE A2 /0,

3. WHERAES : WENPGRIEERRIIFE, AP G-FEERAZI BN E — A RLXS
18,
MR

X TAEMRRE S, ENE LS R EREEAE, XSRS RS T R A IR
Wl RS EZFARERKEIR A, DURKESRE AL SV E R e N B, A
B E B AR LR AR, WP RELE Al AR RIS AL AR L N R AR
RHNB, mELERE,

51 R AE

1.

Shandong Energy Group | Intelligent Mining | Pangu models - Huawei Enterprise,
AIEIRIEIA + H 24,2025, https://e.huawei.com/at/case-
studies/industries/mining/shandong-energy-pangu-2023

Building large Al models best suited to industry needs - Huawei, I50]A /89 + —

H 24,2025, https://www.huawei.com/en/media-center/transform/15-5/04-
building-large-ai-models-best-suited-to-industry-needs
RSNA 2025: Cloud-Native Viewers and Foundation Model Al Signal Infrastructure

Transformation in Medical Imaging - HealthTech HotSpot, i5IEIAY BN + — A 24,

2025, https://healthtechhotspot.com/rsna-2025-cloud-native-viewers-and-
foundation-model-ai-signal-infrastructure-transformation-in-medical-imaging/
Intelligent perimeter protection white paper: How multi-sensing solutions and

large-scale Al are transforming perimeter defense - Hikvision, 15 [018% /88 + — A
24,2025, https://www.hikvision.com/en/newsroom/blog/intelligent-perimeter-
protection-white-paper-how-multi-sensing-solutions-and-large-scale-ai-are-
transforming-perimeter-defense/

Smart cities and video surveillance: a guide for municipal agencies - Security 101,

HEIRIEIA +H 24,2025, https://www.security101.com/blog/smart-cities-
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Deepfake threats to companies - KPMG International, 1518888 + — 7 24,
2025, https://kpmg.com/xx/en/our-insights/risk-and-regulation/deepfake-
threats.html

Deepfakes Pose Businesses Risks—Here's What to Know - Booz Allen, 1518] Y [8]4
-+ H 24,2025, https://www.boozallen.com/insights/ai-research/deepfakes-
pose-businesses-risks-heres-what-to-know.html

Enhancing Security in Deep Reinforcement Learning: A Comprehensive Survey on
Adversarial Attacks and Defenses - arXiv, 5101888 + - H 24, 2025,
https://arxiv.org/html/2510.20314v1

Physical adversarial attack on a robotic arm - Institutional Knowledge (InK) @
SMU, iBIERYEIA + A 24,2025,
https://ink.library.smu.edu.sg/cgi/viewcontent.cgi?article=8192&context=sis rese
arch

gyond Vulnerabilities: A Survey of Adversarial Attacks as Both Threats and
Defenses in Computer Vision Systems - arXiv, 50 B8 + — A 24, 2025,
https://arxiv.org/html|/2508.01845v1

Response to data brokers and national security consultation | BIA - Biolndustry
Association, 151B)RY B8 + — H 24, 2025,
https://www.bioindustry.org/resource/bia-reponse-to-data-brokers-and-
national-security-consultation.html

.ISO/IEC 42001: What it is & why it is important | Trend Micro (UK), I5EIE /&9 + —

A 24,2025, https://www.trendmicro.com/en gb/what-is/ai/iso-42001.html
ISO/IEC 42001 Certification — Artificial Intelligence (Al) Management System -

SGS, i/IOEYEIA -+ H 24,2025, https://www.sgs.com/en-in/services/iso-iec-
42001-certification-artificial-intelligence-ai-management-system

ISO/IEC 42001: What You Need to Know - Centraleyes, 15181884 -+ — A 24,
2025, https://www.centraleyes.com/iso-iec-42001/

PRt BEA T KN EVR R AR B E 2B SR - BRI 42, 1510)
BB~ -+ H 24,2025, https://finance.sina.com.cn/roll/2025-07-08/doc-
infeufeh3305640.shtml

. China Security GB Standards English PDF List, i510]AY 89 + — H 24, 2025,

https://www.gbstandards.org/index/Standards Search.asp?word=Security

R BT E AL 3R Data Law Weekly (20250630-20250706) - Efh =%, 15100
B8+ H 24,2025, https://www.ronzelaw.com/news details/102.html
HoESLRlY (B RBERIR 22 lE) EXKAm, RO ERN + A 24,
2025, https://www.cics-
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